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The value of personal data

What is happening with my data?




The data economy

Whom of you is using any of these service?

n facebook.
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The data economy

Have you ever wondered why these and other
services are for free?
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The data economy

Have you ever wondered why these and other
services are for free?




There is value In (your) data...

A variety of business models: e | b
Targeted advertising I] Amut
Digitalization, efficiency, cost saving
Discovering/entering new markets
Extract value from data via analyses

Discovery of novel patterns

Selling/trading/leasing data
Raw data

y

|nf0 m atIOn Target customer \( &1 Berkating

Knowledge



https://www.google.nl/url?q=https://magazine.seats2meet.com/data-blog-5-big-data-small-world/&sa=U&ved=0ahUKEwi21MiV1IHYAhVIIsAKHbGoDjwQwW4IFjAA&usg=AOvVaw0KyKQuTiHwf3MkzHZ8aK_F
https://www.google.nl/url?q=https://magazine.seats2meet.com/data-blog-5-big-data-small-world/&sa=U&ved=0ahUKEwi21MiV1IHYAhVIIsAKHbGoDjwQwW4IFjAA&usg=AOvVaw0KyKQuTiHwf3MkzHZ8aK_F

Whatis in it for consumers?

Incentives for disclosing personal data
Monetary

Free stuff: digital content, digital service, offline service, etc.

Discounts

Non-monetary

Counter services, increased functionality

No incentives (sometimes: no choice)

Table 1 - Examples of companies using different business models based on different transaction structures and different

use cases.
\\\x Incentives Monetary Non-monetary
Provision ™ Savings Earnings Personalization No incentives
Digital Content Spotify Spotify iTunes
Digital Service Wi-Fi in public spaces, Antivirus Brave Google, Facebook Groupon
Offline Service Hancock insurance Handshake Experian Traditional insurance, etc.



https://www.google.nl/url?q=https://www.flickr.com/photos/93413187@N06/8492516706&sa=U&ved=0ahUKEwiMvuCLzoHYAhXDJMAKHSdyCO8QwW4ILDAL&usg=AOvVaw2b99P8EIJbilc0V0-BteIM
https://www.google.nl/url?q=https://www.flickr.com/photos/93413187@N06/8492516706&sa=U&ved=0ahUKEwiMvuCLzoHYAhXDJMAKHSdyCO8QwW4ILDAL&usg=AOvVaw2b99P8EIJbilc0V0-BteIM
https://www.google.nl/url?q=https://www.pcworld.com/article/2156743/anonymous-app-whisper-turns-into-a-time-vampire-with-new-categories-and-location-search.html&sa=U&ved=0ahUKEwiMvuCLzoHYAhXDJMAKHSdyCO8QwW4IODAR&usg=AOvVaw04M0MMGIVbezwkiJGFava-
https://www.google.nl/url?q=https://www.pcworld.com/article/2156743/anonymous-app-whisper-turns-into-a-time-vampire-with-new-categories-and-location-search.html&sa=U&ved=0ahUKEwiMvuCLzoHYAhXDJMAKHSdyCO8QwW4IODAR&usg=AOvVaw04M0MMGIVbezwkiJGFava-

ISN'T IT GREAT?

FOR THE BARN

For free, right?

So:

WE HAVE TO
PAY NOTHING

PIGS TALKING ABOUT THE
"FREE" MODEL

YEAH!
AND EVEN
THE FOOD
IS FREE

For Free # For free...

\F'T's FREE

THE ProDuCT

1< You



The value of your data

What is your data worth?
Standard ads ~0,01 cent
Personal advertising is
worth roughly 10 times I voU FOR SALE R
more than standard — |
advertising

0,05 cent to 0,1 cent each
Average user: ~100
ads/day

Revenue: $1-$3 per month

10



The value of your data

Another way to calculate the value of your
data:

¥
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Market value : number of users = value per user
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The right to know?

The right to know the value of your personal
data...

... does not exist in EU data protection law

But may contribute to:

Ncreased transparency s Transparency
ncreased fairness

ncreased control - informational self-determination


https://www.google.nl/url?q=http://northstar.church/towards-transparency/&sa=U&ved=0ahUKEwiV1bLJ1YHYAhWIIsAKHcBcBD8QwW4IGDAB&usg=AOvVaw066OWhQ0J1CV06Y-R_sMA6
https://www.google.nl/url?q=http://northstar.church/towards-transparency/&sa=U&ved=0ahUKEwiV1bLJ1YHYAhWIIsAKHcBcBD8QwW4IGDAB&usg=AOvVaw066OWhQ0J1CV06Y-R_sMA6
https://www.google.nl/url?q=https://depts.washington.edu/nwcenter/lessonplans/laws/&sa=U&ved=0ahUKEwj5-siQ1oHYAhUKDcAKHZ6IARoQwW4IHjAE&usg=AOvVaw23x1ICOiegPf4iFclybpw8
https://www.google.nl/url?q=https://depts.washington.edu/nwcenter/lessonplans/laws/&sa=U&ved=0ahUKEwj5-siQ1oHYAhUKDcAKHZ6IARoQwW4IHjAE&usg=AOvVaw23x1ICOiegPf4iFclybpw8

The right to know?
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complications:

Practical problems

Which pricing model? who should do the pricing?
Supervision/enforcement? Some data is already public.

Moral problems

Commodification of privacy (human right)
Some data more valuable (social segregation, ex ante discrimination)

Cognitive problems & 4
Taking notice, understanding information el
L e

Social pressure
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http://modernloss.com/current/wp-content/uploads/2013/12/top-complicated.jpg

Read more?

More on the right to know the value of your
personal data:

Available online at cediract.com

. . Computer Law
ScienceDirect &

Security Review

www.compseconline.com/publications/prodclaw.htm

Pricing privacy - the right to know the value of

your personal data

Gianclaudio Malgieri %", Bart Custers *

: it Erussel, Belgiu
Law and Digital Technologies, Foculty of Law, Leiden University, The Netherlands

ABSTRACT
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Privacy ry value in the data-driven economy and are
personal dats 3 counter performance for *free™ di r for discounts for onli
Data § t rights

Big data
Digital identities
Data eConomy

1y value of their personal data and tend to un
ata-driven economy and to p aly succumb
tization of their digital identity. An effort
users on their own personal information could be ing them aware
monetary valu i f individuals
55 about their po
f their information privacy.
@ right to know t f

tion of propert
of p al data are
the actual prices of personal data, b
can be quantified, 3 conditio-sine-gue-nan for the right to know the velue of your personal
data. Mext, active choice models, in which users are offered the option to pay for online
services, either with their personal data or with money, are disc is concluded, however,
that these models are incompatible with EU data protection law. Finally, practical, moral

models are
how that the monetary va

14



Data subject rights

What rights do you have?




Data subject rights — overview

GDPR - Chapter Il

Right to transparent information (art. 12)

Data obtained directly from the data subject (art. 13)
Data obtained indirectly from the data subject (art. 14)

Right of access (art. 15)

Right to rectification (art. 16)

Right to erasure (right to be forgotten) (art. 17)
Right to data portability (art. 20)

GDPR - Chapter VIl

Right to lodge a complaint at supervisory authorities (art. 77)

Right to an effective remedy
Against supervisory authority (art. 78)

Against controller/processor (art. 79) W
Right of representation (art. 80)

Right to compensation (art. 82) W 16



Data privacy => control

Data privacy as control

informational self-determination (Westin, 1967)
People control who gets their data and for which purposes

Control: The 3 Spheres of Control

Transparency T
control

What you

can |
What y; - control.
can /

influence

Consent
Other data subject rights

, Outside of
-« my controlk

Consent => informed consent

17



Right to transparent information

In how many databases
are your data?

Big Brother?

Which data?
What kind of analysis?
What kind of decision-making?

7[ PYE )

B NMH[DJ o] u{
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Right to transparent information

‘Consent: make your own decisions... ‘

Privacy policies (Solove, 2013)
Few people read these
Even fewer people understand these

Even fewer people grasp consequences sl \\\\;3{«6?@&,\;\‘52‘?\?; o
i 1 1 € 2 o (O T o O \\: C JQ("DO‘
Preferred options are often missing e N SR e
Z«\ \.\7,>Al\\-

What information to provide?

Data controller identity, purposes, legal basis, recipients, third country
transfers, duration of storage, etc.

How to provide information?

Concise, transparent, intelligible, easily accessible, clear and plain language



Access, rectification and erasure

Access

In how many databases are your data?

Rectification

In case of inaccurate data

Erasure (right to be forgotten)

(Also see the Google Spain Case)

Practical issues:

* Awareness about who
collects/processes their data

 Awareness about data
subjects rights

 Awareness about how to
enforce your rights

When data is no longer necessary
When consent is withdrawn

f'q\

11
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The Google Spain case

Meet Mario Costeja Gonzales...

o

Bankrupt in 1998, forced sale in the newspaper and on the internet
In 2009, he asks for removal of the announcement (newspaper) and links (Google)
After a long trial, the CJEU rules (2014)

Removal of search results is appropriate when these are inadequate, irrelevant, no longer relevant or excessive
Right to be forgotten

21



Data portability:
Right to receive your personal data
In a structured, machine-readable format

Portability vs interoperability

Data reuse

P _ Data controller’s perspective:
Urpose- « Data recycling

Data repurposing

To protect users from lock-in (aka vendor lock-in) -
Data recontextualisation

Increase market competition
Data subject’s perspective.

« Data sharing
Method: «  Data portability
Right to be forgotten

Technical standards

22



Complaints, remedy, sanctions

Complaints, remedies:
Right to lodge a complaint (art. 77)

Right to an effective remedy

Against supervisory authority (art. 78)
Against controller/processor (art. 79)

Right of representation (art. 80)
Right to compensation (art. 82)

Powers of Data Protection Authorities (art. 58)
Investigative powers
Corrective powers

Warnings, reprimands, orders to comply, fines
Advisory powers N

~. ’*:::; . =

Sanctions (art. 83): Administrative fines =
up to 10/20 million euro or (for companies) up to 2/4 % of the worldwide
annual turnover (whichever is higher)

23



Practical issues

There are several practical
issues with data subject rights:

Awareness about who collects/processes your data
Awareness about your data subjects rights
Awareness about how to enforce your rights

As a result, there is little case law on
data protection law in many countries.
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Data controller obligations

How else are your protected?




Data controller obligations — overview

GDPR - Chapter IV
Obligation of data protection by design and by default (art. 25)
Obligation to keep processing records (art. 30)
Obligation to cooperate with supervisory authorities (art. 31)
Obligation to take security measures (art. 32)
Obligation to notify data breaches
To supervisory authorities (art. 33) W
To data subjects (art. 34)
Obligation to perform impact assessments (art. 35)

Obligation to install a data protection officerﬁ

Not mandatory, but encouraged are:
Codes of conduct (art. 40-41)
Certification (art. 42-43)

26



Data protection by design/default

Privacy by design (PbD) (see also Code as Law)

Designing technology in such a way that privacy is protected.

Examples

Restricted queries
Anonymization, blurring faces
Privacy preserving data mining

27



Adequate security measures

Adequate security measures

Factors:

State of the art

Costs of implementation

Nature, scope, context and purposes
Risks involved

Techniques

Pseudonymization, encryption

Ensuring confidentiality, integrity, availability and resilience
Restoring availability and access, audit trails

Regular testing, assessing and evaluating

28



Breach notification

Notification to "
supervisory authorities £

Nature of the breach
Type/number of data subjects/records concerned
Contact details of data protection officer/contact point |
Consequences of the breach :
Measures taken/proposed

Personal data breach (art.4 (12) GDPR): not only
hacking, also accidents, loss, alteration, etc.

Notification to data subjects (high risk)

Same information, in clear and plain language

29



Privacy Impact Assessments (PIA)

Risk Risk description Probabil. Impact
Step 1: collection 1.1 Incorrect or incomplete data Medium Medium
1.2 Insufficient transparency (collection) Medium Small
1.3 Non-equal treatment Small Small
1.4 Elasticity (‘waterbed effect’) Medium
1.5 More theft of license plates and vehicles
1.6 Identity fraud
1.7 Chilling effects Medium
Step 2: Storage 2.1 External security (hacking and leaking)
2.2 Data overload
Step 3: 3.1 Privacy violations
;Zno dnzl;:ggg 3.2 Function creep/détournement de pouvoir
the data 3.3 Internal security
(unauthorized employees)
34 Insufficient transparency (data use and rights)
3.5 Interpretation errors/presumption of innocence Small
Step 4: Deletion 4.1 No timely deletion of data Medium Medium

30



Definition of a risk:

Risk = Probability x Impact

Size of a risk:

Very likely Very unlikely

Potentially
large risk

Potentially Small risk

large risk

31



Results: risk mitigating measures

1.1 1.2 1.3 1.4 15 1.6 1.7 2.1 2.2 3.1 3.2 3.3 3.4 35 4.1
Sunset provisions and X X X X X X X X X X X X X X X
periodical evaluations
Evidence-based approach X X X
Limited type of crimes X X X
Limited data retention X X X
Selective deployment X X X X X X X
Turning cameras off Not applicable
Random locations X X
Breach notification X X
Security against hacking and X X X
leaking
Internal authorization rules X X
(need to know)
Criminalization of hacking X X
Legal (personal data) protection X X X X X X X
Clear legal basis for LPR X X X X
Transparency and rectification X X X X X
(where possible)
Human factor in decision chain X X
Adequate camera plan X X X X
Providing information X X
Independent supervision X X X X X X X X X X X X X X X
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There is value in your personal data
You do not have a right to know the value of your personal
data...

... but the GDPR does offer protection, via:

Data subject rights
Data controller obligations
However, there are practical issues with data subject rights:

Awareness about who processes data, data subject rights, and how to
enforce them

Increased protection is expected from:
High administrative fines
Data controller obligations
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Questions?

?
7 9

Thank you for your attention!

Or contact me later: b.h.m.custers@law.leidenuniv.nl
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